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Welcome Message of CISIS-2025 International
Conference Organizers

Welcome to the 19th International Conference on Complex, Intelligent and Software
Intensive Systems (CISIS-2025), which will be held from July 2 to July 4, 2025, in
conjunction with the 19th International Conference on Innovative Mobile and Internet
Services in Ubiquitous Computing (IMIS-2025) at Fukuoka Institute of Technology,
Japan.

The aim of the conference is to deliver a platform of scientific interaction between the
three interwoven challenging areas of research and development of future ICT-enabled
applications: Software intensive systems, complex systems and intelligent systems.

Software intensive systems are systems which heavily interact with other systems,
sensors, actuators, devices, other software systems and users. More and more domains
are involved with software intensive systems, e.g. automotive systems, telecommunica-
tion systems, embedded systems in general, industrial automation systems and business
applications. Moreover, the outcome of web services delivers a new platform for enabling
software intensive systems. The conference is thus focused on tools, practically relevant
and theoretical foundations for engineering software intensive systems.

Complex systems research is focused on the overall understanding of systems rather
than their components. Complex systems are very much characterized by the changing
environments in which they act by their multiple internal and external interactions. They
evolve and adapt through internal and external dynamic interactions.

Research in the field of intelligent systems, robotics, neuroscience, artificial intelli-
gence (Al) and cognitive sciences are very important factors for the future development
and innovation of software intensive and complex systems.

This conference is a forum for in-depth scientific discussions amongst the three
communities. The papers included in the proceedings cover all aspects of theory, design
and application of complex systems, intelligent systems and software intensive systems.

We are very proud and honored to have two distinguished keynote talks by Prof.
Winston K.G. Seah, Victoria University of Wellington, New Zealand, and Prof. Kangbin
Yim, Soonchunhyang University, South Korea, who will present their recent work and
will give new insights and ideas to the conference participants.

The organization of an international conference requires the support and help of
many people. A lot of people have helped and worked hard to produce a successful
technical program and conference proceedings. First, we would like to thank all authors
for submitting their papers, the program committee members and the reviewers who
carried out the most difficult work by carefully evaluating the submitted papers. We
are grateful to Honorary Chair Prof. Makoto Takizawa, Hosei University, Japan, for his
guidance and support.

Finally, we would like to thank Web Administrator Co-Chairs for their excellent and
timely work.

We hope you will enjoy the conference proceedings.



CISIS-2025 Organizing Committee

Honorary Chair

Makoto Takizawa Hosei University, Japan

General Co-chairs

Tomoya Enokido Rissho University, Japan
Isaac Woungang Toronto Metropolitan University, Canada

Program Committee Co-chairs

Makoto Ikeda Fukuoka Institute of Technology, Japan
Marek Ogiela AGH University of Krakow, Poland

International Advisory Board

David Taniar Monash University, Australia
Minoru Uehara Toyo University, Japan

Award Co-chairs

Wenny Rahayu La Trobe University, Australia
Fatos Xhafa Technical University of Catalonia, Spain
Beniamino Di Martino Univ. of Campania “L. Vanvitelli”, Ttaly

International Liaison Co-chairs

Tetsuya Oda Oita University, Japan
Wenny Rahayu La Trobe University, Australia
Flora Amato University of Naples “Frederico 117, Italy

Takahiro Uchiya Nagoya Institute of Technology, Japan



viii CISIS-2025 Organizing Committee

Publicity Co-chairs

Naohiro Hayashibara Kyoto Sangyo University, Japan
Antonio Esposito Univ. of Campania “Luigi Vanvitelli” Italy
Farookh Hussain Univ. of Technology Sydney, Australia

Finance Chair

Makoto Ikeda Fukuoka Institute of Technology, Japan

Local Arrangement Co-chairs

Kaoru Sugita Fukuoka Institute of Technology, Japan
Phudit Ampririt Oita National College of Technology, Japan

Web Administrator Co-chairs

Shunya Higashi Fukuoka Institute of Technology, Japan
Paboth Kraikritayakul Fukuoka Institute of Technology, Japan

Steering Committee Chair

Leonard Barolli Fukuoka Institute of Technology, Japan

Track Areas and PC Members

1. Database and Data Mining Applications

Track Co-chairs

Kin Fun Li University of Victoria, Canada
Pavel Kromer Technical University of Ostrava, Czech Republic



PC Members

Antonio Attanasio
Tibebe Beshah

Jana Heckenbergerova
Konrad Jackowski

Petr Musilek

Ales Zamuda
Genoveva Vargas-Solar

Xiaolan Sha
Kosuke Takano
Masahiro Ito
Watheq ElKharashi
Mohamed Elhaddad

CISIS-2025 Organizing Committee ix

Links Foundation, Italy

Addis Ababa University, Etiopia

University of Pardubice, Czech Republic

Wroclaw University of Technology, Poland

University of Alberta, Canada

University of Maribor, Slovenia

French Council of Scientific Research,
LIG-LAFMIA, France

Sky, UK

Kanagawa Institute of Technology, Japan

Toshiba Lab, Japan

Ain Shams University, Egypt

University of Victoria, Canada

2. Artificial Intelligence and Bio-Inspired Computing

Track Co-chairs
Hai Dong

Salvatore Vitabile
Wei Lu

PC Members

Kit Yan Chan
Shang-Pin Ma
Pengcheng Zhang
Le Sun

Sajib Mistry
Carmelo Militello
Vincenzo Conti
Minoru Uehara
Andrea Tettamanzi
Cornelius Weber
Tim Niesen

Royal Melbourne Institute of Technology,
Australia

University of Palermo, Italy

Keene State College, USA

Curtin University, Australia

National Taiwan Ocean University, Taiwan

Hohai University, China

Nanjing University of Information Science and
Technology, China

Curtin University, Australia

Italian National Research Council, Italy

University of Enna Kore, Italy

Toyo University, Japan

University of Nice, France

Hamburg University, Germany

German Research Center for Artificial
Intelligence (DFKI), Germany



X CISIS-2025 Organizing Committee

Rocco Raso

Fulvio Corno
Yongheng Zhang
Hong Lu

Ling Xue

Ke Li

German Research Center for Artificial
Intelligence (DFKI), Germany

Politecnico di Torino, Italy

Ambherst College, USA

Takeda Pharmaceuticals Inc., USA

University of New Hampshire, USA

Keene State College, USA

3. Multimedia Systems and Virtual Reality

Track Co-chairs

Yoshinari Nomura
Francesco Orciuoli
Santi Caballé

PC Members

Shunsuke Mihara
Shunsuke Oshima

Yuuichi Teranishi
Kazunori Ueda

Hideaki Yanagisawa

Kaoru Sugita
Keita Matsuo
Nobuo Funabiki
Yoshihiro Okada
Tomoyuki Ishida
Nicola Capuano
Jordi Conesa
Farzin Asadi
David Gafian

Le Hoang Son
Jorge Miguel
David Newell

Okayama University, Japan
University of Salerno, Italy
Open University of Catalonia, Spain

Lockon Inc., Japan

Kumamoto National College of Technology,
Japan

NICT, Japan

Tohoku University of Community Service and
Science, Japan

National Institute of Technology, Tokuyama
College, Japan

Fukuoka Institute of Technology, Japan

Fukuoka Institute of Technology, Japan

Okayama University, Japan

Kyushu University, Japan

Fukuoka Institute of Technology, Japan

University of Salerno, Italy

Open University of Catalonia, Spain

Kocaeli University, Turkey

Open University of Catalonia, Spain

Vietnam National University, Vietnam

Grupo San Valero, Spain

Bournemouth University, UK



CISIS-2025 Organizing Committee xi

4. Next Generation Wireless Networks

Track Co-chairs

Marek Bolanowski
Sriram Chellappan

Admir Barolli

PC Members

Yunfei Chen
Makoto Ikeda
Keita Matsuo
Shinji Sakamoto
Omer Wagar
Zhibin Xie

Jun Wang

Vamsi Paruchuri
Arjan Durresi

Bhed Bista

Tadeusz Czachorski

Andrzej Paszkiewicz

Rzeszow University of Technology, Poland

Missouri University of Science and Technology,
USA

Aleksander Moisiu University of Durres, Albania

University of Warwick, UK

Fukuoka Institute of Technology, Japan

Fukuoka Institute of Technology, Japan

Kanazawa Institute of Technology, Japan

University of Engineering & Technology, Poland

Jiangsu University of Science and Technology,
China

Nanjing University of Post and
Telecommunication, China

University of Central Arkansas, USA

Indiana University, USA

Iwate Prefectural University, Japan

Polish Academy of Sciences, Poland

Rzeszow University of Technology, Poland

5. Semantic Web and Web Services

Track Co-chairs

Antonio Messina

Aneta Poniszewska-Maranda
Salvatore Venticinque

PC Members

Alba Amato
Robert Bestak

Ivan Demydov

ICAR CNR, Italy
Lodz University of Technology, Poland
University of Campania “Luigi Vanvitelli”, Italy

University of Campania “Luigi Vanvitelli”, Italy

Czech Technical University in Prague, Czech
Republic

Lviv Polytechnic National University, Ukraine



xii CISIS-2025 Organizing Committee

Marouane El Mabrouk

Corinna Engelhardt-Nowitzki

Michal Gregus
Jozef Juhar
Nikolay Kazantsev

Manuele Kirsch Pinheiro
Cristian Lai

Michele Melchiori
Giovanni Merlino

Kamal Bashah Nor Shahniza

Eric Pardede

Pethuru Raj

Jose Luis Vazquez Avila
Anna Derezinska

Abdelmalek Essaadi University, Morocco

University of Applied Sciences, Austria

Comenius University in Bratislava, Slovakia

Technical University of KoSice, Slovakia

National Research University Higher School of
Economics, Russia

Université Paris 1 Panthéon Sorbonne, France

CRS4 Center for Advanced Studies, Research and
Development in Sardinia, Italy

University of Brescia, Italy

University of Messina, Italy

Universiti Teknologi MARA, Malaysia

La Trobe University, Australia

IBM Global Cloud Center of Excellence, India

University of Quintana Roo, México

Warsaw University of Technology, Poland

6. Security and Trusted Computing

Track Co-chairs

Hiroaki Kikuchi
Fabrizio Messina

PC Members

Sun Jingtao
Anitta Patience Namanya
Smita Rai

Abhishek Saxena
Ilias K. Savvas
Domenico Rosaci
Davinder Kaur
Masakatsu Nishigaki
Mamoru Mimura
Chun-I Fan

Meiji University, Japan
University of Catania, Italy

National Institute of Informatics, Japan

University of Bradford, UK

Uttarakhand Board of Technical Education
Roorkee, India

American Tower Corporation Limited, India

University of Thessaly, Greece

University Mediterranea of Reggio Calabria, Italy

Indiana University, USA

Shizuoka University, Japan

National Defense Academy of Japan, Japan

National Sun Yat-sen University, Taiwan



CISIS-2025 Organizing Committee xiii

7. HPC and Cloud Computing Services

Track Co-chairs

Olivier Terzo
Jan Martinovi¢

Jose Luis Vazquez-Poletti

PC Members

Alberto Scionti
Antonio Attanasio
Jan Platos

Rustem Dautov
Giovanni Merlino
Francesco Longo
Dario Bruneo
Nik Bessis

Ming Xue Wang
Luciano Gaido
Giacinto Donvito
Andrea Tosatto
Mario Cannataro

Agustin C. Caminero

Dana Petcu
Marcin Paprzycki

Rafael Tolosana

Links Foundation, Italy

IT4Innovations National Supercomputing Center,
VSB Technical University of Ostrava, Czech
Republic

Universidad Complutense de Madrid, Spain

Links Foundation, Italy

Links Foundation, Italy

VSB-Technical University of Ostrava, Czech
Republic

Kazan Federal University, Russia

University of Messina, Italy

University of Messina, Italy

University of Messina, Italy

Edge Hill University, UK

Ericsson, Ireland

Istituto Nazionale di Fisica Nucleare (INFN), Italy

Istituto Nazionale di Fisica Nucleare (INFN), Italy

Open-Xchange, Germany

University “Magna Graecia” of Catanzaro, Italy

Universidad Nacional de Educacion a Distancia,
Spain

West University of Timisoara, Romania

Systems Research Institute, Polish Academy of
Sciences, Poland

Universidad de Zaragoza, Spain

8. Parallel and Distributed Computing

Track Co-chairs

Takayuki Kushida
Douglas Macedo

Tokyo University of Technology, Japan
Federal University of Santa Catarina, Brazil



Xiv CISIS-2025 Organizing Committee

PC Members

Satheesh Abimannan
Yuka Kato

Yusuke Gotoh
Tomoya Kawakami
Tomoya Enokido
Minoru Uehara
Mario Dantas

Luiz Bona

Marcio Castro

Amity University Maharashtra, India
Tokyo Woman’s Christian University, Japan
Okayama University, Japan

University of Fukui, Japan

Rissho University, Japan

Toyo University, Japan

Federal University of Juiz de Fora, Brazil
Federal University of Parana, Brazil
Federal University of Santa Catarina, Brazil

9. Multi-agent Systems and Social Networking

Track Co-chairs
Giuseppe Sarne

Takahiro Uchiya

PC Members

Fabrizio Messina
Hideyuki Takahashi
Kazuto Sasai
Satoru Izumi

Shinji Sakamoto
Masaki Kohana
Jana Nowakova

Domenico Rosaci

Lidia Fotia

Mediterranean University of Reggio Calabria,
Italy
Nagoya Institute of Technology, Japan

University of Catania, Italy

Tohoku University, Japan

Ibaraki University, Japan

Tohoku University, Japan

Kanazawa Institute of Technology, Japan

Chuo University, Japan

VSB - Technical University of Ostrava, Czech
Republic

Mediterranean University of Reggio Calabria,
Italy

Mediterranean University of Reggio Calabria,
Italy



CISIS-2025 Organizing Committee

10. Internet of Everything and Machine Learning

Track Co-chairs

Omid Ameri Sianaki
Khandakar Ahmed
Inmaculada Medina Bulo

PC Members

Farhad Daneshgar

M. Reza Hoseiny F.
Kamanashis Biswas (KB)
Khaled Kourouche

Huai Liu

Mark A. Gregory
Nazmus Nafi

Mashud Rana

Farshid Hajati

Ashkan Yousefi

Nedal Ababneh

Lorena Gutiérrez-Madronal
Juan Boubeta-Puig
Guadalupe Ortiz

Alfonso Garcia del Prado
Luis Llana

CISIS-2025 Reviewers

Adhiatma Ardian
Amato Alba
Amato Flora
Barolli Admir
Barolli Leonard
Bista Bhed

Caballe Santi
Chellappan Sriram
Chen Hsing-Chung
Cui Baojiang
Dantas Mario

Di Martino Beniamino

Victoria University Sydney, Australia
Victoria University, Australia
Universidad de Cadiz, Spain

Victoria University Sydney, Australia
University of Sydney, Australia
Australian Catholic University, Australia
Victoria University Sydney, Australia
Victoria University, Australia

RMIT University, Australia

Victoria Institute of Technology, Australia
CSIRO, Australia

Victoria University Sydney, Australia
Victoria University Sydney, Australia
Abu Dhabi Polytechnic, Abu Dhabi, UAE
University of Cadiz, Spain

University of Cadiz, Spain

University of Cadiz, Spain

University of Cadiz, Spain

Complutense University of Madrid, Spain

Dong Hai

Durresi Arjan
Enokido Tomoya
Esposito Antonio
Fachrunnisa Olivia
Ficco Massimo
Fotia Lidia
Fujioka Hiroyuki
Fun Li Kin
Funabiki Nobuo
Gotoh Yusuke
Hayashibara Naohiro

XV



Xvi CISIS-2025 Organizing Committee

Hussain Farookh
Javaid Nadeem
Ikeda Makoto
Ishida Tomoyuki
Kikuchi Hiroaki
Kohana Masaki
Kushida Takayuki
Lu Wei

Madhoun Nour El
Matsuo Keita
Mizera-Pietraszko Jolanta
Moore Philip
Mostarda Leonardo
Nakamura Shigenari
Navarra Alfredo
Oda Tetsuya

Ogiela Lidia

Ogiela Marek
Okada Yoshihiro
Orciuoli Francesco

Palmieri Francesco

Park Hyunhee

Park Junghoon
Paruchuri Vamsi Krishna
Petrakis Euripides
Poniszewska-Maranda Aneta
Rahayu Wenny
Sakamoto Shinji

Scionti Alberto

Sianaki Omid Ameri
Spaho Evjola

Sugita Kaoru

Taniar David

Terzo Olivier

Uehara Minoru
Venticinque Salvatore
Woungang Isaac

Xhafa Fatos

Yim Kangbin

Yoshihisa Tomoki



CISIS-2025 Keynote Talks



Machine Learning in Network Anomaly Detection

Winston K. G. Seah

Victoria University of Wellington, Wellington, New Zealand

Abstract. Network anomaly detection is a broad research area that goes beyond
security-related issues, like intrusion and malware detection, and encompasses
detecting faulty network devices, usual traffic patterns, misconfigurations of net-
work devices and so on. Very broadly, it refers to finding patterns in network data
that do not conform to expected behaviour. The statistics community has been
studying the anomaly/outlier detection problem from as early as the nineteenth
century. More recently, machine learning has taken an increasing significant role
in anomaly detection in general, not just within the domain of networks. In this
talk, we will discuss two approaches in applying machine learning to detect net-
work anomalies. Firstly, we derive a network graph from the individual routers’
data and then apply machine learning to detect the occurrence of Border Gateway
Protocol (BGP) hijacking. We validated this approach using real network data
and demonstrated the ability to detect impending anomalous events prior to their
occurrences. To deal with ever-changing normal network conditions, we propose
ahybrid online-offline framework that enables online and offline methods to work
together in order to deal with changing normal conditions. New anomalies that
emerge can then be successfully detected while new normal conditions are not
erroneously identified as anomalous.



HILS-Based Anatomical Security and Safety Analysis
for Distributed Collaborative SW on Automotive
Platforms

Kangbin Yim

Soonchunhyang University, Asan, South Korea

Abstract. A car is a collection of embedded firmware based on collaboration that
is distributed and installed on multiple heterogeneous controllers. Moreover, since
these software are developed and supplied by different third-party companies,
verification and evaluation of the software is becoming a very important issue in
terms of supply chain security. Especially in a situation where the European Eco-
nomic Union’s cybersecurity regulations for automobiles have become a reality,
it is important for automobile manufacturers to have a cooperative approach with
suppliers for the numerous software-embedded components included in the auto-
mobiles they produce. But such collaboration is not easy and is becoming a major
challenge. In this context, in this talk is introduced a HILS-based data-driven
testing method for distributed software in heterogeneous controllers embedded
in automobiles, related to the research being conducted in LISA Laboratory at
Soonchunhyang University, South Korea. In relation to a specific research on
detecting abnormal behavior of heterogeneous controller firmware in an environ-
ment where not only source code but also binary code is not disclosed, LISA
members each introduce their individual research items including deep learning-
based vehicular data analysis based on the HILS testbeds they constructed by
themselves using commercial vehicular components as well as the real cars that
they actually have for their research. In addition, they share their experiences
gained from the automotive data analytics hackathon they ran by themselves for
developers to provide training on automotive security.
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The Ethical Culture Framework as a Fraud
Reduction Strategy: An Approach Using
the Social Cognitive Theory and Social Identity
Theory

Dina Lusianti!"! ™9 Olivia Fachrunnisa?, and Dhaifina Idznitia Apriyani Naimi?

I Universitas Muria Kudus, Gondangmanis Bae, Kudus, Indonesia
dina.lusianti@umk.ac.id
2 Universitas Islam Sultan Agung, Kaligawe, Semarang, Indonesia
olivia.fachrunnisa@unissula.ac.id
3 Universitas Diponegoro, Tembalang, Semarang, Indonesia
dhaifinaimi@lecturer.undip.ac.id

Abstract. The social cognitive theory provides an overview of the nature and
function of organizations in terms of their cognitive, self-reflective, and self-
regulatory roles. In this way, all members can contribute to improving moral
awareness and ensuring a moral environment, particularly in terms of fraud pre-
vention and reduction. This study combines the social cognitive theory with the
social identity theory and religious values to reduce fraud. The social cognitive
theory has some weaknesses that lead to natural, physical, and material rami-
fications. This study examines the role of an ethical culture framework in fraud
reduction. Indeed, fraud can be reduced by framing an ethical culture as an organi-
zational one. Moreover, organizational culture can be a result of the existing moral
awareness and the spiritual framework of the work environment. The data used
herein were obtained from 220 cooperatives in Central Java, Indonesia, as well as
a questionnaire, all of which were analyzed using structural equation modeling.
The results show that the ethical culture framework has a positive and significant
effect on reducing fraud, in that an anti-fraud culture was proven to exist due to the
influences of moral awareness and workplace spirituality, thereby reducing fraud.

Keywords: anti-fraud culture - ethical culture framework - fraud reduction -
moral awareness - workplace spirituality

1 Introduction

Fraud has been a problem since ancient times, threatening individuals, organizations, and
society [1]. In modern times, technology has progressed, but the dark side of this is that
it can increase fraud and make fraud detection complex. Indeed, criminals involved in
scams often use sophisticated and misleading strategies to trick victims. In the business
world, fraud can cause significant financial damage to organizations’ reputations and
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customer trust, and it can even lead to bankruptcy. In addition, victims of fraud often
experience personal, financial, and emotional loss. Fraud has been recognized as a major
constraint and impediment to rapid economic growth and development. This study uses
the theory of cognitive social and theoretical identity social intervention with marking
spiritual value to develop methods to reduce fraud.

The cognitive theory social emphasizes role moderation in self-efficacy. In a team
setting, every member interacts with one another and exploits the strength of the source
organization in similar ways when working on the same task. Moreover, individuals’
beliefs (i.e., spirituality) and their motives of being (i.e. their ethics and perception of their
contexts) are used as a basis when they evaluate their decisions and as a foundation for
their morality. The social identity theory plays a role in forming an organization’s culture,
especially concerning an individual’s motivation and psychological involvement in terms
of whether they feel positively or negatively about joining an organization. [2] state that
there is a trend in terms of choosing and engaging in appropriate activities according to
social identity and the supportive organizational identity of a social individual.

Fraud exists in various sectors, including finance, banking, insurance, trade, invest-
ment, e-commerce, tax, government services, and the social sphere. Cooperatives are
institutions that are vulnerable to fraud. These are business organizations that work
towards achieving a common economic movement and are based on the principle of
kinship, and there are many opportunities for fraud in this sector. One of the indications
is cooperatives’ weak regulation, in that there are no laws regulating the appointment of
management positions; management skills, knowledge, and experience; and the oper-
ation and mastery of information and communication technology [3]. As for the roles
of these organizations, social capital in cooperation is the heart of cooperative bodies,
given the role that cooperatives play as business entities engaged in the economic sec-
tor. Cooperatives aim to improve the welfare of their members and society, in that an
individual who volunteers becomes a member of the cooperative based on their social
identity. That is, they share the same purpose, with each member supporting one another.

Efforts to reduce and prevent fraud have become a priority for many organizations
and governments worldwide, including cooperative bodies. The control theory approach
has been employed to determine that the implementation system still has many short-
comings and that control is only based on tools [4—7]. Fraud and breaches in investment
management and the financial industry are frequent consequences of financial advisors’
and investment managers’ behavior. Various steps have been taken to counteract this
fraud, such as increasing supervision and regulation [7, 8] developing systems with better
security and application technology, and sophisticated analytics to detect fraud patterns.
However, the core problem of fraud lies in people who do not question procedures, poli-
cies, or internal mandates. In addition, normative approaches such as ethics and religious
values are still rare. At the same time, the moral and ethical context is important [9].
Thus, further research is needed on the human aspect as a fraud controller.

One element of human interaction is organizational culture. The organizational cul-
ture proposed in this study is oriented towards law enforcement to prevent fraud. Moral
awareness is viewed as being mainly derived from social capital [10]. Therefore, work-
place spirituality can be a framework for ensuring an appreciative work organization
[11] that encourages employees to transcend their cultural experience through the work
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process, thereby facilitating a sense of connectedness with others and ensuring their
positive feelings and joy.

This study contributes to reducing the fraud committed by cooperative management
through a cognitive social theory and social identity theory approach that is embodied
in moral awareness, workplace spirituality, and culturally defined organizations within
the framework of an ethical culture. Previous research using a theoretical approach of
control, agency, and the fraud triangle has not been able to provide maximum results to
help solve the fraud problem in cooperatives. Therefore, this study aims to test the ethical
culture framework that results from moral awareness and workplace spirituality and that
results in the formation of a culture that encourages an organization to reduce fraud.
We argue that the existence of a manager’s moral awareness, supported by spirituality
and good work, will drive the formation of a cultured and ethical organization, thereby
lowering the potential for fraud in cooperatives.

2 Literature Review

2.1 Moral Awareness, Workplace Spirituality, and an Anti-fraud Culture

Moral awareness is the degree to which a person identifies with the possibility of a
situation being classified as morally wrong and harmful to another person, a group of
people, or society [12]. Morality requires an individual to possess certain attributes, such
as being able to empathize with the pain and suffering of others. Consciousness plays
a functional role in humans making the majority of their moral decisions. The social
cognitive theory can be used to describe how humans understand consciousness and the
ways in which they perceive it to play a broad role in their decision-making, including
moral decisions. People who are easily influenced by factors such as economics (money)
or politics (power) tend to show intentions without ethics [13, 14]. Indeed, an individual’s
morals can be one of the causes of their committing fraud. Fraud is a core problem in
humans, in that there are no procedures, policies, or internal controls [15].

Workplace spirituality is created by organizations through their implementation of a
creative culture that is established by work routines [11]. Itis necessary for organizational
performance and directly reflects corporate culture [16, 17]. It can be defined as the
recognition that employees’ lives nourish and are nourished by meaningful work within
an organization [18, 19]. Thus, individuals in organizations no longer work solely for
money but grow and develop their ideals through their work [1, 20], ensuring a high-
quality life [21]. When individuals work to not only earn money, the possibility of fraud
decreases. Therefore, large companies have widely adopted spirituality in the workplace
to align the individuals’ passion with the organizations’ strategies.

The workplace spirituality approach can moderate the relationship between work
cynicism and organizational performance [22], and it can be implemented on the indi-
vidual and organizational levels [23]. If every individual implements a routine, it affects
the entire organization. This condition ensures an anti-fraud culture through organiza-
tional performance. [24] define consciousness as a human being with a growing mind
that is nurtured by meaningful work, which takes place in a community context. Bring-
ing spirituality to the workplace will lead to a sense of value, a more humanistic sense
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of greatness, and a change in organizational culture, thereby improving the relevant
organization’s performance.

In this study, workplace spirituality is perceived as management and employees work-
ing enthusiastically to complete work and earn achievements. Analyzing organizations
necessitates a deep understanding of aspects of life that cannot be measured materially
using the following indicators: alignment with values, meaningful work (experience),
and caring. This study posits that workplace spirituality can influence organizational
culture, leading to the following hypotheses.

H1: Moral awareness positively influences an anti-fraud culture.

H2: Workplace spirituality positively affects an anti-fraud culture.

2.2 An Anti-fraud Culture and Fraud Reduction

Fraud is an act that is intended to cause wrongful access to someone, causing their loss,
either by hiding facts or vice versa. Fraud is a serious threat to business interests around
the world, and it mostly affects small businesses in terms of misappropriation of assets,
with these businesses accounting for 71% of all fraud cases. The theories that have
been used to reduce fraud include business ethics [25, 26], agency theory [27], control
theory [4, 8], fraud risk management [28], and the fraud triangle theory. To support
the development of Indonesian cooperatives, the Ministry of Cooperatives and Small
and Medium Enterprises (SMEs) implemented the Cooperative Reform to improve the
quality of cooperatives in terms of business and financial institutions. In this study, fraud
reduction is defined as implementing actions, strategies, and practices to minimize and
reduce fraudulent activity within cooperatives through determining policies, procedures,
and awareness of violations [29].

One of the functions of a cultural organization is to provide an organizational identity
to its members, and a strong organizational culture allows employees to refuse bribes
on the spot and contributes to reducing fraud [30]. Individuals who consider themselves
highly involved in work will acknowledge the importance of an organization’s identity.
Furthermore, a conducive organizational culture has been identified as an important
stabilizer and promoter of organizational growth. Organizational culture represents the
assumptions, beliefs, and norms of an organization in which members share and support
each other [31]. Thus, an organization’s performance will improve if its ethical culture
is realized [32].

This study uses the social identity theory to address anti-fraud culture. This is a
theory that is rooted in organizational studies [33, 34], with culture being seen as an
identity in the approach. In this study, anti-fraud culture is founded on the assumptions,
values, beliefs, and norms developed and maintained by a cooperative’s management
and members to avoid fraudulent acts. The indicators of an anti-fraud culture include
innovation that considers fraud risk and control, a results-oriented approach, members
who are welfare-oriented, and aggressive work. This leads to the following hypothesis.

H3: Anti-fraud culture positively affects fraud reduction.
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2.3 The Mediating Role of an Anti-fraud Culture

Cultural organizations’ roles vary, as there are factors that impact their performance [7,
35, 36]. In this study, anti-fraud culture is taken as an intermediate mediator of moral
and environmental awareness and deep spiritual efforts in the workplace to reduce fraud.

Moral awareness can influence people’s behavior in companies, thereby reducing
fraud. Behavior, moral norms, and tendencies all work together in the development of
an atmosphere that is laden with a work ethic and spiritual values, which can inspire
members of organizations to display desirable behavior and cultural ethics. Moreover,
a culture formed on not enough answers, mutual feelings of profitability, and align-
ment between business and society can stimulate employees to behave according to the
emerging needs of the company and society.

In an organization with an ethical culture, employees are expected to behave coop-
eratively [37] in an effort to support the workplace’s spirituality. Moreover, moral and
environmental awareness are forms of spirituality that can lead to fraud reduction in the
workplace. Thus, the role of an anti-fraud culture as a mediator emerges when moral
awareness and workplace spirituality have become an individual’s habit. In addition,
individuals’ behaving in a consistent way contributes to the formation of their respective
organizations’ identities. Thus, employees who are aware of this participate in sharing
the load of reducing fraud. Furthermore, these employees are incentivized to stay in the
organization, as they feel as though their identity aligns with that of the organization.
Their honesty and responsibility also contribute to fraud reduction. This leads to the
following hypotheses.

H4: Anti-fraud culture is a mediating influence between moral awareness and fraud
reduction.

HS5: Anti-fraud culture mediates a spiritual workplace’s influence on fraud reduction.

3 Research Methodology

3.1 Research Setting and Participants

This research was conducted at cooperatives in Central Java, Indonesia, with a question-
naire being used to collect data. The respondents in this study are cooperative managers
who manage in a way that ensures that the cooperatives positively impact their mem-
bers’ welfare and reduce fraud. Managers of cooperatives are responsible for engaging
with members and managers of the cooperatives to complete their work successfully. In
addition, they must be highly aware of the cooperatives’ wills, visions, and desires to
work in terms of morality.

After discussions with the Office of Cooperatives and the MSMEs in Central Java,
220 cooperative administrators were identified as suitable participants for this research.
They were asked to complete the questionnaire, for which a response rate of 96.49% was
attained. The average age of the respondents was 3645 years, with their average tenure
as amanager being four to six years. Of these respondents, 58% were male and 42% were
female. In terms of the participants’ education levels, 34% had a high school education,
17% had earned diplomas, 42% had bachelor’s degrees, and 7% had earned postgraduate
qualifications. This indicates that most of the cooperative administrators in the Central
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Java region are productive. Herein, this is seen as a positive influence on cooperatives’
ability to prevent fraud. The data also illustrate that men are more often entrusted with
the role of cooperative administrator. Men have more free time than women. Cooperative
administrators can serve in this role for a maximum of two consecutive terms, with the
frequency distribution herein indicating that this translates to four to six years. This is
important to note as term limits are one of the rules put in place to prevent and reduce
fraud.

All of the variables were measured with specific questions, which the participants
answered using a seven-point Likert scale ranging from “Strongly disagree” to “Strongly
agree.” The steps are described below, along with the calculation of the results that were
analyzed using Cronbach’s alpha. When one measure was determined to be a discrete
dimension, the item average was used to develop the deep equivalence structure of the
model. Moreover, statistical tools and structural equation modeling (SEM) were used to
analyze the influence between the variables.

4 Results and Discussion

The results from this analysis are delineated in Table 1, which also indicates that all
of the research hypotheses were accepted as true. This is due to the p-values being
less than 0.05 and the critical ratio values being above 1.64. Thus, moral awareness
was found to have an influence on organizational culture and reduce fraud, a spiritual
workplace was determined to have an impact on organizational culture and reduce fraud,
and organizational culture was also found to influence fraud reduction.

Table 1. Hypothesis Testing

Estimates | SE CR p-value
H1 | Anti-fraud culture | <--- | Moral awareness 0.388 0.056 | 6,910 | **=*
H2 | Anti-fraud culture | <--- | Spiritual workplace 0.451 0.061 | 7,398 | #**
H3 | Fraud reduction <--- | Organizational culture |1.175 0.107 | 10,947 | ***

Table 1 indicates that the first hypothesis was accepted, in that moral awareness was
proven to have a significant positive influence on an anti-fraud culture. This demonstrates
that H2 was also accepted. Similarly, a spiritual workplace was also proven to have a
significant positive influence on an anti-fraud culture, thus proving H3. This indicates
that an anti-fraud culture positively and significantly influences fraud reduction. The
analysis also demonstrates that workplace spirituality has the largest influence on an
anti-fraud culture, as shown in Fig. 1.

Table 2 shows anti-fraud culture’s role as a mediating variable. The results indicate
that moral awareness will have a bigger impact on fraud reduction if an individual is
part of an anti-fraud culture. Likewise, moral awareness will have a bigger impact on
fraud reduction in an anti-fraud culture. In cooperative bodies, moral awareness and
workplace spirituality were not found to be as immediately impactful in reducing fraud.
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Table 2. Anti-Fraud Culture’s Mediating Role

Moral awareness Workplace spirituality | Anti-fraud culture

Direct Indirect Direct Indirect Direct Indirect
Anti-fraud culture 0.485 0.000 0.563 0.000 0.000 0.000
Fraud reduction 0.261 0.490 0.360 0.570 0.492 0.000

However, moral awareness and workplace spirituality in cooperatives will reduce fraud.
Therefore, the findings indicate that an ethical culture positively impacts fraud reduction,
as indicated by the SEM results in Fig. 1.

56 i 57 ! 68 ! 64 ! 68
mc3 Mc4 Mc5
82

76 sl o

Model Test
Chi-Square = 227,104
Probability =,000
CMIN/DF =2,271

Fig. 1. Structural Model

The social cognitive theory can be used to analyze the nature and function of human
agency according to its central role in cognition, self-reflection, and self-regulation. This
was pertinent herein as cooperative managers act as interactive agents. Thus, every coop-
erative manager can contribute to motivating their staff and improving the environment.
In this model of mutual causation, action; cognitive, affective, and other personal factors;
and the environment interact and support one another.

An organizational culture that is free from fraud will reflect a system of shared beliefs
and attitudes that are developed and adhered to by all managers and members of coop-
eratives. This anti-fraud organizational culture will be reflected in these actors’ daily
activities, starting from their interactions with other people and stretching to their work-
ing methods and future expectations. Furthermore, the system of beliefs and attitudes
shared by the board and members of the cooperative will set these cooperatives apart
from other groups or organizations, thus demonstrating the role of the social identity
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theory. Workplace spirituality was also found to reduce fraud. This is an ideal condition
in which individuals perceive their involvement in cooperatives as a valuable experience
and in which they feel as though their values align with those of the organization.

This study supports [15] statement that fraud is due to human behavior, as well as the
lack of implementation of procedures, policies, or internal controls. Fraud also negatively
affects developing countries’ morals, as a developing country that is more successful
in reducing fraud than a developed country typically has a social spirit and serves the
community. Fraud also precludes the advancement of culture [38] as one element forms
culture: a human being with a moral conscience. Organizations developing a culture in
which work is seen as a journey can ensure members’ personal growth and development
through enabling them to achieve their greater aspirations [1, 20]. This demonstrates the
importance of workplace spirituality. This study supports [11] findings that the spiritual
workplace plays a role in shaping the framework that characterizes the organization by
creating a culture-based work routine.

This study contributes to the social cognitive theory by employing it in a team setting,
in that each member interacts with one another, draws on the strengths of similar organi-
zational resources, and cooperates on relevant tasks herein [39]. Likewise, the cognitive
social theory is combined with the social identity theory to determine that adherence to
rules and critical thinking are not enough to account for members’ consistent personal
behaviors and their ability to understand the prevailing norms: They need to align with
the organization’s existing concerns, undergo meaningful experiences, and adhere to the
organizational presence. Therefore, an organizational culture that constantly innovates
while considering risk, control, a results-oriented approach, and shared welfare needs to
be curated in order to reduce fraud by establishing policies and procedures and increas-
ing individuals’ awareness of violations. These results can be implemented to reduce
fraud in organizations, cooperatives, and institutions. Managers can also reduce fraud
by having good cooperation skills, recognizing the difference between right and wrong
actions, and being responsible and accountable for the actions they take. Fraud can also
be reduced if management and the members work enthusiastically to complete their
work and earn achievements.

5 Conclusion

The ethical culture framework developed herein can be implemented to reduce fraud.
This is reflected in the evidence that moral awareness and workplace spirituality pos-
itively and significantly affect corporate culture, with corporate culture also having a
positive and significant effect on reducing fraud. An anti-fraud culture within an orga-
nization was also determined to have a mediating role in this relationship. Furthermore,
the ethical culture framework can be implemented to reduce fraud in conjunction with
the social cognitive and social identity theories. Indeed, these two theories are mutually
sustainable and play a role in reducing fraud.

Although this research provides many benefits for both managerial theory and policy
development, this study has some limitations. The research models used herein resulted
in a deviation of 39.1% outside of the ethical culture framework. Therefore, this study
can be further developed by adding other variables that have the potential to reduce fraud,
such as leaders acting as role models, as well as being responsible and charismatic.
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